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Bridging Gaps in Communication

"Everyone was receptive (to LARCOPP) because we had a measure of trust and ongoing
relationships between the parties," Farrell says. "We try to keep the lines of
communication open on an ongoing basis. We don't just exchange business cards, shake
hands and walk away. We keep in regular contact, and we stay consistent with our
representatives so we don't have to continually rebuild those relationships."1

We have learned from incidents such as 9-11 and Hurricane Katrina that emergency
response and recovery efforts are dramatically impaired when there is a loss of
communications, transportation routes, network connectivity, and resource capability.

Discussion

The unpredictable nature of human behavior makes the need for situational awareness
and a Common Operating Picture for law enforcement even more essential. First
responders are exposed to unknown risks and dangers. Eliminating the element of
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mystery by enhancing situational awareness places the first responder in a better
position to protect him/herself, victims, and bystanders, enabling a safer resolution.

The demands associated with responding to and managing an emergency event requires
a significant amount of dynamic information from disparate sources. Acquiring,
analyzing, making sense of, and disseminating the volumes of information can be
challenging, particularly when combined with the physical aspects of an incident.
Physical and environmental barriers such as protective clothing, low visibility, exposure
to heat/water/hazardous materials, confined and remote spaces and general mobility
issues dictate that vital information should be pushed to the user rather than the user
having to search for it. One of the most powerful aspects of a viable shared technology
solution is A (laBili to provide a real time common operating picture.

Situational awareness is crucial. Incident commanders will require the benefits of
intelligence and information and an understanding of the data (What is the source of the
gang rivalry? Who are the key players and their relationships? Does this gang rivalry
spread across multiple jurisdictions?). The incident commander will need to broadcast
warnings to get help from other personnel and brother agencies. These additional
resources/assets will need the benefits of intelligence that is suited for their particular
jurisdiction. Police officers respond to extremely dangerous situations involving human
behavior that is often unpredictable and potentially violent; there is no time for
confusion.

Situational Awareness

Situational awareness is the ability to generate actionable knowledge through the use of
timely and accurate information, its processes, and external factors. Situational
awareness is a human mental process defined as knowing and understanding what is
happening around you, predicting how it will change with time, and being unified with
the dynamics of your environment.

Situational Awareness can be enhanced using technology to access, analyze, and present
information to have a greater understanding of existing conditions and how they will
change over time. GIS technology can be used to provide public safety personnel
enhanced situational awareness through the ability to view data and information. Real-
time data is geo-processed into visible actionable knowledge for immediate presentation
to command and communication center personnel and first responders. This GIS visual
capability can provide situational awareness in all phases of public safety and emergency
management from preparedness to recovery.

Incidents/events are comprised of ever changing circumstances if understood in advance
of or during an emergency could mean the difference between life and death. The ability
to visualize pending or evolving emergencies helps emergency managers identify priority
areas for the allocation of resources before further damage or loss of life occurs.
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Specific plans that list types of information to be collected and shared between agencies
have been established in the National Capitol Region (NCR) through the Data Exchange
Hub (DEH). However, we have yet to provide a standard Common Operating Picture
(CoP).

Since 9-11 a tremendous amount of teamwork has taken place between agencies
resulting in the development of secure, enhanced super data highways and data
exchange standards. Agreements have been forged between LE agencies for the
structure and sharing of data. Seventy-two fusion centers have been created to enhance
the multi-agency sharing and analysis of data, focusing heavily on homeland security.
Participating agency members are working in close proximity viewing their own systems.
The closeness has created a trust between agency members; however, are they truly on
the same page?

Situational Alert Management System (SAMS)

Getting everyone on the same page has and still is a struggle. Countless systems have
been developed and utilized on many platforms with similar results. Some of these
systems are intended to replace agency legacy systems while others are designed to
compliment them. The answer for the Metropolitan Police Department (MPD) is a
flexible open architecture system that can easily be integrated with legacy systems. MPD
has dubbed this application the Situational Alert Management System (SAMS). SAMS
was designed and developed by TransGlobal Business Systems in Largo, MD and was
created to bridge the agency and interagency gaps in communication through the
establishment of a Common Operating Picture (COP). SAMS will provide the analytical
tools - access to real-time field observations and historical data, and visualization as well
as the fusion of disparate data sources to provide actionable information.

SAMS can assemble data from various and disparate sources into relevant information
for actionable intelligence. Industry standard Geographic Information System (GIS)
technology integrated with technologies such as sensors, GPS and location tracking, open
architecture, and networking that can provide emergency personnel with accurate timely
information. Commonly and confidently used agency legacy applications are easily
integrated with SAMS to provide enhanced situational awareness through the use of
computer-aided dispatch (CAD), GIS, automatic vehicle location (AVL), records
management system (RMS) data, weather services, video camera feeds, crime analysis
define hot spots, and dashboards for the public safety mission.

SAMS is an intuitive application that uses a quality combination of industry standard

tools to provide the users with a client customizable picture of real time incidents and

events. The MPD integrated SAMS with the District of Columbia Computer CAD system
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visually and audibly keep abreast of incidents/events occurring within our city.
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SAMS is client configurable allowing the user to identify up to ten priority CAD incident
types to be tracked. Once priorities have been defined, the user will be automatically
notified via audible system voice notification and red text color coding. Users can view
all calls for service, calls in a specific geographic location (by district) and clusters of
defined priority calls. SAMS also allows the user to choose up to three keywords that the
system will constantly look for. Existing (and new) calls matching the keywords will be
highlighted and new calls will automatically appear on the map with a call out indicating
keyword match and the type of call.

Mobile display terminals and Personal Digital Assistants (PDA) can be configured with
SAMS. SAMS can quickly and automatically provide valuable information to our first
responders pertaining to prior or repeated calls to the same location giving them a better
sense of what they may run into during a new response. Details such as prior criminal
records, registered firearms, previous weapons offenses, and the potential presence of
drugs and narcotics are valuable officer safety information that can automatically be
provided to members during their response. SAMS can be used to provide our first
responders with information on what kind of crimes occurred at a location in the past,
the last known whereabouts of a suspect, and high-density areas of criminal activity.
Availability of this type of information gives command and communication officials and
first responders the ability to adjust resources as necessary to safely address the
situation at hand.

Vision ¢ SARS ¢ Fusion ¢ Common Operating Picture

The nation's objective is to be prepared to prevent, protect, respond to, and recover
from any type of catastrophe. The MPD quickly recognized the ability to host SAMS was
quite possibly the key to the age old inter-agency communications gap. The ability to
hostSAMSA & |y Ayadlyd Ay F2NJ I €f I 3SyOASa aiayo
huge IT investment. SAMS can be hosted and managed by one agency with subscription
support from the participating agencies. Smaller agencies without automated CAD can
use the existing incident management module of SAMS to capture and manage their
daily communications data with the same SAMS functionalities as other agencies. The
benefit is the common operating view of real time incidents/events occurring in and
around each agency. SAMS also offers built in digital signage and text and e-mail
messaging resources to broadcast messages locally, regionally and beyond.

TransGlobal is currently creating a Fusion jurisdiction in SAMS that will act as a national
(and potentially international) running log of incidents/events in index form.
Confidential information can be maintained safely behind the participating agency
firewalls only sharing enough information to enhance situational awareness and give
investigators and analysts the information they need to dig deeper (i.e., E-
Guardian/Guardian case numbers, lead agency member contact information, etc.).
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Another major strength of SAMS is the ability to capture real time actionable intelligence

information directly from the fieldvir 1§ KS &d@aiSY GCASftR hoaSNBI (A
Submitting a field observation is as easy as a mouse-click on the map that activates a pop

up information window for members to complete. Members have the ability to edit the

system defined address, select the type of observation (i.e., suspicious activity, serious

crime, unusual incident, traffic incidental, etc.) and submit it to the command center.

The message comes in visually as a bulls-eye on the map accompanied by an audible

alert to get the attention of command center personnel. Field observations are

searchable with the ability to dynamically highlight classification types.

The creation of a Fusion jurisdiction in SAMS will provide a Common Operating Picture
(COP) for national (with international potential) fusion centers. Centers can enter their
daily log entries using the SAMS Fusion log. SAMS will integrate with the shared National
MPD SARS server for SARS analysis and alerting. SAMS Field Observation module will be
integrated with the SARS management module for the real time submission of SARS for
quick processing. Processed SARS will be disseminated by Fusion center personnel
accordingly. SAMS bulletin board and chat feature will strengthen communication
between centers with the added benefit of streaming bulletin board and system
generated text and e-mail messaging. Fusion center members will also have the ability
to create incident priority and keyword search parameters for calls for service (i.e.,
suspicious activity, incidents occurring around critical infrastructures, etc.).
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